Today’'s Ransomware — FONIX

1. Blocked by trueEP®

9 trueEP Ent 2. 0
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Oct 15, 2020

2. Victim in case trueEP® was not installed - All file name's extensions were changed to

Email=[Maschinengewehr@fonix.email]ID=[RANDOM].XINOF.
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1 How To Decrypt Files

EM1.docx Email=[Maschinengewehr@fonix.email] D=[FAE23287] XINOF
EM2 docx Email=[Maschinengewehr@fonix.email] D=[FAE23287] XINOF
EM3.docx Email=[Maschinengewehr@fonix.email] D=[FAE23287] XINOF
£ M4 xlsx Email=[Maschinengewehr@fonix.email]lD=[FAE23297]. XINOF
=45 pptx Email=[Maschinengewehr@fonix.email] D=[FAE23297].XINOF
=46.pdf Email=[Maschinengewehr@fonix.email]lD=[FAE23297] XINOF
EM7 txt Email=[Maschinengewehr@fonix.email] D=[FAE23297] XINOF
U= zip.Email=[Maschinengewshr@fonix.email] D=[FAE23297]. XINOF
U=E2 zip.Email=[Maschinengewshr@fonix.email] D=[FAE23297].XINOF

0|0 x| bmp.Email=[Maschinengewehr@fonix.email] D=[FAE23287] XINOF
0|0| x| JPG.Email=[Maschinengewehr@fonix.email]lD=[FAE23297]. XINOF
0[0| x| .png.Email=[Maschinengewehr@fonix.email]lD=[FAE23297]. XINOF
0|0| x| psd.Email=[Maschinengewehr@fonix.email]lD=[FAE23297]. XINOF
0|0] %] 2 jpg.Email=[Maschinengewehr@fonix.email]ID=[FAE23297]. XINOF
010/ X3 jpg.Email=[Maschinengewehr@fonix.email] D=[FAE23297] XINOF
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3. Screen of Victim

to DELETE all of your files...

All your files have been encrypted due to a security problem with your PC. If you want to restore them, please send an email to
Maschinengewehr@fonix.email

The crypter person username : | Maschinengewehr

your SYSTEM ID is : FAE23297

You have to pay for decryption in Bitcoin. The price depends on how fast you contact us. After payment we wil send you the decryption tool.
You have to 48 hours(2 Day) To contact or paying us After that, you have to Pay Double.

in case of no answer in 1 day write us to this Email = | Maschinengewehr@cock.li

You only have LIMITED time to get back your files!
« if timer runs out and you dont pay us , al of fles wil be DELETED and yuor hard disk wil be seriously DAMAGED.
+ you wil lose some of your data on day 2 in the timer.
« you can buy more time for pay. Just emai us .
« THIS IS NOT A JOKE! you can wait for the timer to run out ,and watch deletion of your fies :)

What is our decryption guarantee?
Before paying you can send us up to 3 test fies for free decryption. The total size of files must be less than 2Mb (non archived), and filles

should not contain valuable information. (databases,backups, large excel sheets, etc.)
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